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You've probably been hearing the hype about lightning-fast 5G for
years now. And while the new wireless networks still aren't ubiquitous
in the United States, 5G is slowly cropping up in cities from Boston and
Seattle to Dallas and Kansas City. With the faster connection speeds
will come increased security and privacy protections for users, as the
wireless industry attempts to improve on the defenses of 3G and 4G.
But while 5G researchers say that the new network will bring major
improvements, it still has some shortcomings of its own.

There are a few major security wins in 5G. Many relate to anti-tracking
and spoofing features that make it harder for bad actors on a network
to track and manipulate individual device connections. To do this, 5G
encrypts more data, so less is flying around in the clear for anyone to
intercept. 5G is also a much more software and cloud-based system
than previous wireless networks, which will allow for better monitoring
to spot potential threats. It will also enable operators to do what's
called "network slicing"—segmenting the system in numerous virtual
networks that can be managed and customized separately. This
means that different "slices" could have different tailored protections
for specifics types of devices.

"5G has really good promise for security," says Ravishankar
Borgaonkar, a research scientist at the Norwegian tech analysis firm
SINTEF Digital. "Encrypting identifiers is a really good thing, and



http://r20.rs6.net/tn.jsp?f=0019PBMaxRwo5FyC7cJPSc3n5mkIouZVEdyB9Aimo5c1dgGy2VS1b1crPeIcD2LUhOpiFtcW9CICzFxjMKuLGFDk4sOjONENVAK4GQTpnLBQL1jyiiYzfi9kY_Jfgmi1hibXvj_H0ZfHmM1uFd5MtzYV3JhVMUMc3vxtaf1TdwwuKCqiuzHfWVxU-FK5yytTxnlJ3nl1aT6itJEmYD4xlA_Iu2zgo6VspcwRFKWpIzv8270VcPPgl5sNg-tWdKC_RLy2eAm4B_FstNDioRbqIg9jhXlbDUo1D-4rrFd1pShKi_ycVVKUAoQt7vXwMKiW1II&c=S5DYKD6NQLGBlni8j1QXwurKjAWHJ7Srtoul8UZT-uveVFHnU-79Nw==&ch=j26p1dNHsVxE1ubUGx1af3ZPqdBvmdhD97-pQWUEVLkrX1Uqt0UEsQ==
http://r20.rs6.net/tn.jsp?f=0019PBMaxRwo5FyC7cJPSc3n5mkIouZVEdyB9Aimo5c1dgGy2VS1b1crPeIcD2LUhOpiFtcW9CICzFxjMKuLGFDk4sOjONENVAK4GQTpnLBQL1jyiiYzfi9kY_Jfgmi1hibXvj_H0ZfHmM1uFd5MtzYV3JhVMUMc3vxtaf1TdwwuKCqiuzHfWVxU-FK5yytTxnlJ3nl1aT6itJEmYD4xlA_Iu2zgo6VspcwRFKWpIzv8270VcPPgl5sNg-tWdKC_RLy2eAm4B_FstNDioRbqIg9jhXlbDUo1D-4rrFd1pShKi_ycVVKUAoQt7vXwMKiW1II&c=S5DYKD6NQLGBlni8j1QXwurKjAWHJ7Srtoul8UZT-uveVFHnU-79Nw==&ch=j26p1dNHsVxE1ubUGx1af3ZPqdBvmdhD97-pQWUEVLkrX1Uqt0UEsQ==
http://r20.rs6.net/tn.jsp?f=0019PBMaxRwo5FyC7cJPSc3n5mkIouZVEdyB9Aimo5c1dgGy2VS1b1crPeIcD2LUhOpiFtcW9CICzFxjMKuLGFDk4sOjONENVAK4GQTpnLBQL1jyiiYzfi9kY_Jfgmi1hibXvj_H0ZfHmM1uFd5MtzYV3JhVMUMc3vxtaf1TdwwuKCqiuzHfWVxU-FK5yytTxnlJ3nl1aT6itJEmYD4xlA_Iu2zgo6VspcwRFKWpIzv8270VcPPgl5sNg-tWdKC_RLy2eAm4B_FstNDioRbqIg9jhXlbDUo1D-4rrFd1pShKi_ycVVKUAoQt7vXwMKiW1II&c=S5DYKD6NQLGBlni8j1QXwurKjAWHJ7Srtoul8UZT-uveVFHnU-79Nw==&ch=j26p1dNHsVxE1ubUGx1af3ZPqdBvmdhD97-pQWUEVLkrX1Uqt0UEsQ==
http://r20.rs6.net/tn.jsp?f=0019PBMaxRwo5FyC7cJPSc3n5mkIouZVEdyB9Aimo5c1dgGy2VS1b1crPeIcD2LUhOprLbQkPXU1xYNaGTOMFelKzePH0YVylmL2wh2hSqtHL4XK_aYEoM5DqNlwFXoC48G4NRbTzvc2zZBUP317328Ka9HcTuyifm28ZQSthIGMqP1YzH2isTOKlF8B9lSejpeNwOeOUFu75aMA3Kj3Ek1ElzA9czwa7g-9HFdJvL4Qx9luz3WdvnojTinTSRDs_gghm8aVLTUvCHj88QUmCu0AEM9FUM2ixbZ&c=S5DYKD6NQLGBlni8j1QXwurKjAWHJ7Srtoul8UZT-uveVFHnU-79Nw==&ch=j26p1dNHsVxE1ubUGx1af3ZPqdBvmdhD97-pQWUEVLkrX1Uqt0UEsQ==
http://r20.rs6.net/tn.jsp?f=0019PBMaxRwo5FyC7cJPSc3n5mkIouZVEdyB9Aimo5c1dgGy2VS1b1crPeIcD2LUhOprLbQkPXU1xYNaGTOMFelKzePH0YVylmL2wh2hSqtHL4XK_aYEoM5DqNlwFXoC48G4NRbTzvc2zZBUP317328Ka9HcTuyifm28ZQSthIGMqP1YzH2isTOKlF8B9lSejpeNwOeOUFu75aMA3Kj3Ek1ElzA9czwa7g-9HFdJvL4Qx9luz3WdvnojTinTSRDs_gghm8aVLTUvCHj88QUmCu0AEM9FUM2ixbZ&c=S5DYKD6NQLGBlni8j1QXwurKjAWHJ7Srtoul8UZT-uveVFHnU-79Nw==&ch=j26p1dNHsVxE1ubUGx1af3ZPqdBvmdhD97-pQWUEVLkrX1Uqt0UEsQ==
http://r20.rs6.net/tn.jsp?f=0019PBMaxRwo5FyC7cJPSc3n5mkIouZVEdyB9Aimo5c1dgGy2VS1b1crPeIcD2LUhOprLbQkPXU1xYNaGTOMFelKzePH0YVylmL2wh2hSqtHL4XK_aYEoM5DqNlwFXoC48G4NRbTzvc2zZBUP317328Ka9HcTuyifm28ZQSthIGMqP1YzH2isTOKlF8B9lSejpeNwOeOUFu75aMA3Kj3Ek1ElzA9czwa7g-9HFdJvL4Qx9luz3WdvnojTinTSRDs_gghm8aVLTUvCHj88QUmCu0AEM9FUM2ixbZ&c=S5DYKD6NQLGBlni8j1QXwurKjAWHJ7Srtoul8UZT-uveVFHnU-79Nw==&ch=j26p1dNHsVxE1ubUGx1af3ZPqdBvmdhD97-pQWUEVLkrX1Uqt0UEsQ==
http://r20.rs6.net/tn.jsp?f=0019PBMaxRwo5FyC7cJPSc3n5mkIouZVEdyB9Aimo5c1dgGy2VS1b1crPeIcD2LUhOprLbQkPXU1xYNaGTOMFelKzePH0YVylmL2wh2hSqtHL4XK_aYEoM5DqNlwFXoC48G4NRbTzvc2zZBUP317328Ka9HcTuyifm28ZQSthIGMqP1YzH2isTOKlF8B9lSejpeNwOeOUFu75aMA3Kj3Ek1ElzA9czwa7g-9HFdJvL4Qx9luz3WdvnojTinTSRDs_gghm8aVLTUvCHj88QUmCu0AEM9FUM2ixbZ&c=S5DYKD6NQLGBlni8j1QXwurKjAWHJ7Srtoul8UZT-uveVFHnU-79Nw==&ch=j26p1dNHsVxE1ubUGx1af3ZPqdBvmdhD97-pQWUEVLkrX1Uqt0UEsQ==
http://r20.rs6.net/tn.jsp?f=0019PBMaxRwo5FyC7cJPSc3n5mkIouZVEdyB9Aimo5c1dgGy2VS1b1crPeIcD2LUhOpwoe6h5y6_TxBvfad3m5fzAkbMyo-VftA743dIMAE_SWjUJfqw-g7He7_ACUItxCq1bm-UGWsDQymeobn9yzlGpb2AkLYdVrUafND9uG0k0SeZA_AozBkzwrMsZfTtoeVbolu8nZ1ulInXB6bpRidMKTS91X76hwYKHuxJx5L1Rj2uXTYvhhhewChWHOUBIhQ9crqg46qVmzD9ZcIaa_ETQ==&c=S5DYKD6NQLGBlni8j1QXwurKjAWHJ7Srtoul8UZT-uveVFHnU-79Nw==&ch=j26p1dNHsVxE1ubUGx1af3ZPqdBvmdhD97-pQWUEVLkrX1Uqt0UEsQ==
http://r20.rs6.net/tn.jsp?f=0019PBMaxRwo5FyC7cJPSc3n5mkIouZVEdyB9Aimo5c1dgGy2VS1b1crPeIcD2LUhOpwoe6h5y6_TxBvfad3m5fzAkbMyo-VftA743dIMAE_SWjUJfqw-g7He7_ACUItxCq1bm-UGWsDQymeobn9yzlGpb2AkLYdVrUafND9uG0k0SeZA_AozBkzwrMsZfTtoeVbolu8nZ1ulInXB6bpRidMKTS91X76hwYKHuxJx5L1Rj2uXTYvhhhewChWHOUBIhQ9crqg46qVmzD9ZcIaa_ETQ==&c=S5DYKD6NQLGBlni8j1QXwurKjAWHJ7Srtoul8UZT-uveVFHnU-79Nw==&ch=j26p1dNHsVxE1ubUGx1af3ZPqdBvmdhD97-pQWUEVLkrX1Uqt0UEsQ==
http://r20.rs6.net/tn.jsp?f=0019PBMaxRwo5FyC7cJPSc3n5mkIouZVEdyB9Aimo5c1dgGy2VS1b1crPeIcD2LUhOpwoe6h5y6_TxBvfad3m5fzAkbMyo-VftA743dIMAE_SWjUJfqw-g7He7_ACUItxCq1bm-UGWsDQymeobn9yzlGpb2AkLYdVrUafND9uG0k0SeZA_AozBkzwrMsZfTtoeVbolu8nZ1ulInXB6bpRidMKTS91X76hwYKHuxJx5L1Rj2uXTYvhhhewChWHOUBIhQ9crqg46qVmzD9ZcIaa_ETQ==&c=S5DYKD6NQLGBlni8j1QXwurKjAWHJ7Srtoul8UZT-uveVFHnU-79Nw==&ch=j26p1dNHsVxE1ubUGx1af3ZPqdBvmdhD97-pQWUEVLkrX1Uqt0UEsQ==
http://r20.rs6.net/tn.jsp?f=0019PBMaxRwo5FyC7cJPSc3n5mkIouZVEdyB9Aimo5c1dgGy2VS1b1crPeIcD2LUhOpTh2IrAYcEtsodLJGdQG5XHhu5DimkN5Qk4SvhZKZ2nU42JZNMim0jHf-McLZhnq_f_jQ24TULxqk2I6jYFuA3QXtxGe5Fg5L23yZMC4SXPsjyWoDYnzxH_Pl4A3KkmdDn_9uQFf_HZc_qW4g3RxRPjtJzfmbk4mEiJy0S8TptUY0p5nWUrO-yA==&c=S5DYKD6NQLGBlni8j1QXwurKjAWHJ7Srtoul8UZT-uveVFHnU-79Nw==&ch=j26p1dNHsVxE1ubUGx1af3ZPqdBvmdhD97-pQWUEVLkrX1Uqt0UEsQ==
http://r20.rs6.net/tn.jsp?f=0019PBMaxRwo5FyC7cJPSc3n5mkIouZVEdyB9Aimo5c1dgGy2VS1b1crPeIcD2LUhOpTh2IrAYcEtsodLJGdQG5XHhu5DimkN5Qk4SvhZKZ2nU42JZNMim0jHf-McLZhnq_f_jQ24TULxqk2I6jYFuA3QXtxGe5Fg5L23yZMC4SXPsjyWoDYnzxH_Pl4A3KkmdDn_9uQFf_HZc_qW4g3RxRPjtJzfmbk4mEiJy0S8TptUY0p5nWUrO-yA==&c=S5DYKD6NQLGBlni8j1QXwurKjAWHJ7Srtoul8UZT-uveVFHnU-79Nw==&ch=j26p1dNHsVxE1ubUGx1af3ZPqdBvmdhD97-pQWUEVLkrX1Uqt0UEsQ==
http://r20.rs6.net/tn.jsp?f=0019PBMaxRwo5FyC7cJPSc3n5mkIouZVEdyB9Aimo5c1dgGy2VS1b1crPeIcD2LUhOpTh2IrAYcEtsodLJGdQG5XHhu5DimkN5Qk4SvhZKZ2nU42JZNMim0jHf-McLZhnq_f_jQ24TULxqk2I6jYFuA3QXtxGe5Fg5L23yZMC4SXPsjyWoDYnzxH_Pl4A3KkmdDn_9uQFf_HZc_qW4g3RxRPjtJzfmbk4mEiJy0S8TptUY0p5nWUrO-yA==&c=S5DYKD6NQLGBlni8j1QXwurKjAWHJ7Srtoul8UZT-uveVFHnU-79Nw==&ch=j26p1dNHsVxE1ubUGx1af3ZPqdBvmdhD97-pQWUEVLkrX1Uqt0UEsQ==
http://r20.rs6.net/tn.jsp?f=0019PBMaxRwo5FyC7cJPSc3n5mkIouZVEdyB9Aimo5c1dgGy2VS1b1crPeIcD2LUhOpBco38nEnwBW6WiKRkKyJt4Fh7Sg-RaDRFY3As24erNYnQ2g-2rhLLBmSTTMbnQqHidpjQVeswySxXk2R2jrgEkrPYUaHlb11PfOjW1WZMxUgss0jWx967g==&c=S5DYKD6NQLGBlni8j1QXwurKjAWHJ7Srtoul8UZT-uveVFHnU-79Nw==&ch=j26p1dNHsVxE1ubUGx1af3ZPqdBvmdhD97-pQWUEVLkrX1Uqt0UEsQ==
http://r20.rs6.net/tn.jsp?f=0019PBMaxRwo5FyC7cJPSc3n5mkIouZVEdyB9Aimo5c1dgGy2VS1b1crP7P8TD51RcVC8UiQEadGpoFe3_AguYAkJXKt9Z4xy6uTovHxMSpFub-_8Px_eZmusqj0pyV1YtbfqNS4EJfFbA=&c=S5DYKD6NQLGBlni8j1QXwurKjAWHJ7Srtoul8UZT-uveVFHnU-79Nw==&ch=j26p1dNHsVxE1ubUGx1af3ZPqdBvmdhD97-pQWUEVLkrX1Uqt0UEsQ==

Let’s make it easier
for all
Pennsylvanians to
exercise their First
Amendment rights

Harrisburg
Patriot-News
Super PACs pour

money into Pa.
ahead of divisive

impeachment vote

Associated Press
All nine Pa. House
Democrats back
Trump impeachment

Pittsburgh Post-
Gazette
Bloomberg's deep
pockets powering
his message in Pa.,
other battleground
states

network slicing is a network paradigm shift. But there are still other
ways that users can be tracked and there are questions about how to
guarantee the trustworthiness of the [5G] software. So there's always
room for improvement.”

Over the last year, Borgaonkar and other researchers have found and
reported a number of security weaknesses in 5G to the mobile trade
group GSMA, one of a group of organizations that manage the
standard. Many of the findings focus on ways that users can still be
tracked while connected to 5G, using information that remains
unencrypted as it is transmitted or that leaks because of a flaw in the
standard. This can allow attacks known as fake base station attacks
with devices often called "stingrays" that trick target devices into
thinking they are a cell tower and connecting. From there, attackers
can intercept mobile traffic to spy on victims and even manipulate
data. Researchers have also pointed out that some flaws in 5G allow
for "downgrade" attacks in which a target's phone connection is
manipulated to downgrade to 3G or 4G service, where hackers could
use unresolved flaws in those older networks to carry out attacks.

The GSMA says that it welcomes scrutiny of the 5G standard, because
it has allowed the organization to catch and fix potential vulnerabilities
before the 5G networks are widely deployed. "The GSMA has been
getting the industry ready for 5G, working on the security technology
that underpins the standards which define the new secure-by-design
5G technologies," says Amy Lemberger, cybersecurity director, GSMA.
She notes that since April, the GSMA’s “5G Security Taskforce” has
been bringing mobile operators and vendors together so they can
coordinate proactively on issues like network slicing requirements and
5G fraud models.

Researchers say that while collaborations with GSMA have been
fruitful, they’ve identified problems that have yet to be completely
resolved; in part, that’s because of the difficulty of ensuring that 5G can
interoperate with older wireless networks like 3G and 4G. Building out
5G while seamlessly integrating with the older generation networks is
difficult and can erode privacy and security. "5G is a big step forward
on several fronts, but won’t actually provide a full security upgrade until
we see pure 5G networks with no legacy tech—so not for another 10
years or more," says Karsten Nohl, founder of the security research
firm SRLabs.

This raises another potential security issue that isn't specific to 5G, but
will be a major factor for the new wireless networks as well:
implementation. While groups like GSMA can groom the 5G standard
to be as secure as possible, network operators will actually deploy 5G
in practice. If they make mistakes or cut corners in how they set up the
technology they can introduce new and unforeseen risks and
vulnerabilities into the system, like missing authentication checks or
data protections.

And for customers, it's almost impossible to know whether networks
are adhering to best practices. "Even 4G was relatively secure, but
many operators were not implementing certain recommended
protocols at all, because it was costly," SINTEF Digital's Borgaonkar
says. "We have seen that operators aren’t always implementing
features, even when a standard calls them mandatory, and that’s
where the problem lies usually in mobile networks. The same thing will
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come up in 5G as well. It really comes down to government regulations
or another authority to enforce it." In the United States, for example,
the FCC can enforce how a technical standard is implemented.

The security and privacy gains of 5G will make a real difference in
protecting users from manipulation and threats like tracking attacks.
And as a massive horde of new internet connected devices comes
online through 5G, features like network slicing will hopefully help
manage their security. But there's never a magic security solution that
solves every problem. And it seems likely that 5G has its own
challenges on the horizon. — Wired

Jeff Shell, head of NBCUniversal’s film and entertainment operations,
will replace Steve Burke as chief executive officer of the Comcast
Corp. unit Jan. 1, the company said Monday. Burke will become
chairman of NBCUniversal that day and will retire in August, Comcast
said. Shell was given additional duties in a shake-up last January,
setting the stage for him to take over the business.

“Jeff Shell is the ideal executive to take the helm at NBCUniversal,”
Comcast CEO Brian Roberts said in a statement. “He has a stellar
track record across both the film and TV side of the business, as well
as a wealth of international experience.” Burke’s exit comes at a
challenging moment for NBCUniversal. The business -- a sprawling
entertainment operation that includes NBC, Universal Pictures and
theme parks -- is preparing to launch a streaming platform called
Peacock next year. The new service is up against a crowded field of
competitors, including Netflix Inc., AT&T Inc.’s HBO Max, Walt Disney
Co.’s Disney+ and Apple Inc.’s TV+.

Besides the launch of Peacock, NBC will broadcast the Olympics from
Tokyo starting in late July while negotiations to renew NBC’s NFL
broadcast rights are on the horizon. Meanwhile, NBC’s broadcast and
cable channels continue to grapple with declining ratings and
subscribers caused by the rise of cord cutting and new online
entertainment options. Shell, 54, is a former chairman of
NBCUniversal’s international arm and previously led Comcast’s
national and regional TV networks, including E! and the Golf Channel.

Burke, 61, serves on the boards of JPMorgan Chase & Co. and
Warren Buffett's Berkshire Hathaway Inc. His father, Daniel Burke,
helped create Capital Cities/ABC, which was bought by Disney after
Buffett helped bankroll Capital Cities’ purchase of ABC. Burke’s
longstanding ties to Buffett’s empire -- including a nearly decadelong
stint on the board -- have led to speculation that he might take a bigger
role at Berkshire.

At NBCUniversal, meanwhile, a succession contest has been
underway for years. It's long been expected that either Shell or Mark
Lazarus, who oversees broadcast, cable, sports and news at
NBCUniversal, would replace Burke as head of the business. But it
wasn't clear that a change would come this soon. Burke is one of the
most powerful people in the entertainment industry, and his departure
will reverberate through Hollywood and New York. He began

running the business in 2011 after Comcast took control of
NBCUniversal from General Electric Co. He previously served as
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operating chief at Comcast, helping turn it into the largest U.S. cable
provider.

Before joining Comcast in 1998, Burke was president of ABC
Broadcasting at Disney. He also helped start Disney’s retail

stores. Succession is also looming at Disney, where CEO Bob lger is
slated to retire at the end of 2021. Variety reported on Thursday about
Burke’s coming departure, which Bloomberg News confirmed on
Friday. — Bloomberg
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